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Abstract 

A penetration test is designed to assess the exposure of a target network (usually of an 

organisation) to attacks by identifying vulnerabilities on the network and assessing their 

exploitability by determining the impact in the event of a malicious security breach.  
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1 INTRODUCTION 

1.1 BACKGROUND 

Penetration testing is an important aspect of securing an organisations computer 

network in a world where cyber-attacks are becoming ever more frequent, with 

almost half of UK firms being hit with a cyber-attack in 20161.  Organisations 

should regularly carry out a penetration test on their network to: 

- Determine weaknesses in network infrastructure 

- Ensure that defensive measures are effective 

- Test applications that are frequently exploited by attackers 

- Discover new bugs in software being used 

 

It is important that a company be made aware of any potential exploits in their 

infrastructure & applications as data breaches can avoid detection for months if 

not publicised by a malicious attacker. All tools that were used are free or have 

free versions and are available to anyone. 

1.2 AIM 

The aim of this project is to find vulnerabilities and try to exploit them to extract 

information from a server or client, with the goal of obtaining root access. To 

achieve this, several tools were used, including: 

- Nmap 

- Armitage 

- User2SID & SID2User 

- NBTEnum 

- Nessus 

- Hydra 

- Hash Suite 

 

Obtaining root access and extracting information should be possible using these 

tools, which are commonly used by attackers. A regular attacker would not 

usually have access to an account, however for this penetration test an account 

was set up with the credentials “test”,”test123”. The IP range was also given, 

which a regular attacker may have to find themselves. 
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2 PROCEDURE 

2.1 OVERVIEW OF PROCEDURE 

- The first step of any penetration test should be footprinting – finding out 

basic information about the target that is readily available to anyone. This 

helped identify weaknesses at later points in the test. The type of data 

gathered from this varies depending on the organisation and type of 

penetration test and could range from finding an organisations location or 

locations, to open source intelligence on an employee or set of employees. 

- The next step was scanning – this provided information on the software 

the organisation is using, such as a servers Operating System, services 

running on the server, and potential vulnerabilities and weaknesses. To do 

this, tools such as “Nmap”, “nbtenum”, and “Nessus” can be used. 

- After enumerating information, the next step was to gain access – this 

was done using Armitage, which is a user interface for Metasploit. 

- Once access was gained, the next step was to acquire administrator/root 

access. 

- After administrator access was gained, the next step was to see what data 

could be taken. 

- The next step for a malicious attacker would be to either leave a backdoor 

in the system to gain easy access at a later date or to cause a denial of 

service attack, before deleting any server logs to cover their tracks. 
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3 ENUMERATION 

3.1 NMAP 

Network Mapper (Nmap) is a free and open-source network discovery and security audit 

tool.2 

Running an Nmap scan on the two servers and clients revealed a list of potential weaknesses 

and provided information on Operating Systems. 

- Using Nmap, it was determined that both servers were running Windows 

Server 2008 R2 Datacenter 7601 Service Pack 1. Both servers were also 

running a DNS service, RPC services, and Telnet. 

o Server 1 was running an Apache HTTP server, whereas Server 2 

was running a Microsoft IIS httpd 7.5 (see Figure 1). 

- Both clients were running Windows 7 Professional 7600. 

o Client 1 was running an ArGoSoft FTP server (Version 1.0.5.3) 

which is very outdated (see Figure 2) 

3.2 NBTENUM 

“NBTEnum” is a NetBIOS enumeration program, which provided a list of users along with their access 

levels, role in the company, and a list of all domain groups on the network. This would allow for an 

attacker to find out the domain name of the network (UADTARGETNET for this network), and accounts 

with administrator access and target them specifically (See Figure 3). This enumerated data came in 

useful later to gain administrator access. 

3.3 NESSUS 

Nessus is a popular vulnerability scanner made by Tenable Network Security, which scans for 

vulnerabilities, misconfigurations, potential points for denial of service attacks, and default passwords.3 

This brought up a list of potential vulnerabilities and misconfigurations, some of which could be 

exploited such as the “EternalBlue” exploit which was exploitable for both servers but not clients, even 

though the scan showed them as exploitable (See Figure 4).  
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3.4 USER2SID & SID2USER 

“user2sid” is a tool which allows an attacker to find the Security Identifier (SID) of a user or user group. 

“sid2user” does the same, but in reverse.  

“user2sid” provided the SID of the “domain users” group, which was then used to find the Administrator 

of that group (which will always be the user with a SID starting with 500). This returns the username of 

the real administrator account if the server was configured to have a fake administrator account or the 

administrator account had its name changed to aid security efforts. This returned that for both servers, 

the real administrator account was indeed still called “Administrator”. 

3.5 DNS ZONE TRANSFER 

A DNS Zone Transfer is when a DNS server sends a copy of its database records to another “slave” server, 

allowing multiple servers to answer queries about a “zone”. An issue arises when this is misconfigured 

and will send a copy of these records to any computer that requests them, as an attacker with a copy of 

this information will find it much easier to spoof or poison the DNS of a network.  

Server 2 was open to this kind of attack, and will subsequently submit a copy of the networks DNS 

records to an attacker if they ask the server for it (See Figure 5).  
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4 RESULTS 

4.1 METASPLOIT/ARMITAGE 

Metasploit is an exploit framework with a database of common exploitable Common Vulnerabilities and 

Exposures (CVE’s) for use in penetration tests. Armitage is simply a user interface for Metasploit.  

- System-level access was able to be gained using the “EternalBlue” exploit through 

Metasploit, which disguises itself in the computer as a Windows process. Through 

this exploit, an attacker can do almost anything, including creating new admin users, 

new files and directories, create a remote desktop or command prompt shell (which 

allows the attacker to view a list of installed patches using the “sysinfo” command), 

and allows for dumping of password hashes (See Figure 6). 

- Metasploit also has the functionality to clear system logs with a single command 

once system-level access is gained, which would allow an attacker to cover their 

tracks very effectively. 

- Using the “mimikatz” plugin, the password for the Administrator account was 

retrieved through Kerberos as credentials for users who have logged on are stored in 

memory (see Figure 7). 

4.2 HYDRA 

Hydra is a powerful password cracking tool that brute forces passwords for a user or list of users, using 

data from a text file. Brute forcing passwords is a common method of attack if the attacker is not 

worried about being caught, however, the speed of the password crack is limited by the victim machine.  

- Even using an expanded text file above the most common passwords, Hydra was 

unable to crack the password of the main administrator accounts on the servers. 

However, the FTP server shown to be running on client 1 by both Nmap and Nessus 

was using a weak password of “test” on the “test” account (shown in Figure 8), 

which allowed it to be cracked very easily. This would allow an attacker to create, 

modify, copy and delete any files they please. 
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4.3 HASH SUITE 

Hash Suite is a Windows program similar to the “John the Ripper” hash cracking software from Kali 

Linux.4 It provides a simple user interface to use the software, and took roughly 10 minutes to run 

through all the hashes dumped from the server using Armitage.  

- This was able to crack passwords up to 6 characters long even with the default 

settings and was able to retrieve the passwords for several accounts, which were 

then cross-referenced with the accounts with administrator access, and some 

administrator accounts were found to have weak passwords (see Figure 6). With this, 

an attacker could simply log into an administrator account and hide their tracks 

almost perfectly, as everything would be logged as coming from an official network 

administrator. (See Figure 9 for a complete list of cracked passwords) 

4.4 CAIN 

Cain is a password recovery tool which can hash a word list, and then compares those hashes to the 

hashes of passwords to quickly find the password of users. It also includes functionality for Brute-Force 

and cryptanalysis attacks. 5 

- Using this, the passwords of approximately 70 users from each server were found, 

some of which were Administrators (shown in Figure 10). 
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5 DISCUSSION 

5.1 GENERAL DISCUSSION 

Regarding the aim of this report; data was able to be enumerated from the servers and clients on the 

network with minimal effort, and using exploits which would have been patched if software was kept 

updated, it is possible for an attacker to gain system level (also known as root) access on the servers, 

allowing for access to everything. The exploits, combined with enumerated data and weak security on 

the part of some users, would allow an attacker to harvest data and cover their tracks very effectively.  

All common exploits tested did not work on the client computers, and the password for the 

“Administrator” account was very strong and would take days or weeks to crack. 

5.2 COUNTERMEASURES  

The easiest way to improve security is to keep software up to date by installing the latest versions and 

patches for both applications and the Operating System each computer is running. 

To improve security against brute force password attacks, some hashing algorithms will become slower 

as the number of incorrect password guesses increases, resulting in password cracks that may take more 

than a lifetime to complete even if the user password is not that strong. Users should consider using 

pass-phrases or a string of random characters over 8 digits in length. Using a longer password will also 

slow down an attacker trying to crack a password hash significantly. 

Setting up a decoy administrator account and re-naming the true administrator may also slow down 

some attackers, as they may not check the SID of the user right away. This means that they may waste 

time breaking into an account with no privileges simply because it has the username “Administrator”. 

To reduce the amount of data an attacker can enumerate, defensive tactics can be used. An example of 

this would be using software to falsify a fingerprint of an Operating System that a scan will read 

differently to the one the victim computer is running.  This could mean an attacker will waste time and 

perhaps even be caught trying to use an exploit for a different Operating System. 

With proper countermeasures, most malicious attackers will simply give up and decide that the attack is 

not worth any more of their time and therefore protect the data held by the organisation. However, 

with enough dedication an attacker will eventually gain access to any computer system, so the 

organisation should hold the bare minimum amount of data needed and consider using multiple 

networks and data centres, and implement 2-Factor Authentication where applicable.  

2-Factor Authentication is, as the name suggests, a method in which a user requires more than just one 

authentication method (a password) to log in. This could be in the form of a USB key, a fingerprint, or a 

code sent to an employee’s phone when there is a log in request for their account. 



8 | P a g e  
 

5.3 CONCLUSIONS 

This network is very easily exploitable by an attacker with a little time and knowledge. No network is 

“impenetrable”, however, there are measures that can be taken to deter most attackers. 

Simply keeping software up to date and forcing users to use longer and more complex passwords would 

solve the majority of problems faced by the configuration of this network.  

Improvements to infrastructure, such as implementing a 2-Factor Authentication system as mentioned 

above, would also slow down an attacker with more advanced tools or greater computational power. 

This would take time to roll out and cost money to implement, however, but is viable as a long-term 

solution. 
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APPENDICES 

APPENDIX A 

 

Figure 2 – Client 1 Nmap scan 

Server 1 Server 2 

Figure 1 – Results of Nmap port scan for both servers 
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APPENDIX B 

 

 

 

 

 

 

 

Figure 3 – List of Administrator 

accounts 

Figure 4 – Nessus Scan results 
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APPENDIX C 

Figure 5 – Server 2 

DNS Zone Transfer 
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APPENDIX D 

Figure 6 – Some of the cracked password 

hashes dumped using “EternalBlue” and 

cracked using Hash Suite 

Figure 8 – FTP server password 

cracked using Hydra 

Figure 9 – List of hashes cracked in 

cleartext from both servers 

Figure 7 – Admin passwords retrieved by exploiting Kerberos 
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                                        Server 1                                                                               Server 2 

Figure 10 - Some examples of passwords found using Cain 


